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Product Overview

IT-ayguT 63 npobsiem

BHYTPeHHNIA 1 BHeWHWA NT-ayanT CTaHOBUTCA HEOTHLEMIEMOWN YaCTbHO MOBCEAHEBHOM XU3HN BCe 60/bLIEro
YynCna opraHWsauMii. OTo ecTecTBeHHO: MT-ayauT He TONbKO WrpaeT KA4eBYHD pob B 0becneveHuu
6e30MacHOCTN W COBMOAEHNUM TPebOoBaHMA 3aKOHOAATeNbCTBA, HO W MOMOraeT OpraHv3aumaM MoBbILLaTh
3QPEKTUBHOCTL paboumx npoLeccos. K coxaneHuto, peryngpHoe MpoBeAeHVe ayamta OTHMMAaeT ropasfo
6onbLUe CUN 1 BPEMEHN, YeM CNesyeT.

PeweHua Netwrix Auditor ynpoLLaroT MPOXOXAEHWEe ayanMTa M MOMOraroT AOCTUYb MOCTaBAEHHbIX Lenen ¢
MEHBbLUMM YCUNNAMN. [TOTOBbIE HACTPOWKM aHanM3a MO3BONAOT aBTOMATM3MPOBATL 3HAUMTENbHYHO YacTb
3a4a4 No obecneyeHUo 6e30MacHOCTM 1 COOTBETCTBUS HOPMATMBHbBIM TPebOoBaHMSAM, @ Takke MOBCeAHEBHOM
paboTbl NT-oTaena. OcBobOAMBLLEECH BPEMS Bbl MOXETe MOTPaTUTb Ha pelleHre Apyrux 3agay, CTOALLMX
nepez opraHvauneit, 6e3 NoCTOAHHbLIX NepepaboTok.

“ «Mel npednoyumaem He NOCMABLYUKOS, O nApmHepos. Netwrix npakmu4ecku cman 4Yacmeto Haulel
KOMaHObI.  bnazodapsa Netwrix Auditor WT-omden 3koHoMUmM Opa20yeHHoe 8pems, U 8 pe3ynsmame
noseiliaemcs 3gpekmueHocme Hawlell pabomel Ha 641a20 a100ell».

[xoH Agamc, UT-grpekTop, okpyr BalUMHITOH, LT, Apkar
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BbisiBNsAiATe yrpo3bl ObiCTpee, UTOObI He CTaTb XXePTBOW yTeUkn AaHHbIX

CHM3bTE PUCKI ANS KPUTUYECKN BaXHbIX AAHHbLIX MyTEM BbISBIEHNS OCHOBHbIX NPO6/1emM C
Mx 6€30MaCHOCTBI0 W OTK/IFOYEHNSA Ype3MEPHO LUMPOKMX Mpas AocTyna. CBoeBpeMeHHO
BbIABNSNTE YrpO3bl U pearnpyite Ha HX BAaroiaps HacTporike yBeAOMNEHWIA C
aBTOMaTUYeCKNMU AeNCTBUSAMY, @ Takke 6onee BbICTPOMY 1 TOYHOMY paccnefoBaHuio Vb-
UHLNAEHTOB.

CHWXaTe 3aTpaTbl BpEMEHM 1 CPEACTB Ha MPOXOXAEeHMe ayanTa Ha
COOTBETCTBME CTaHAAPTaM

ObecneynBaiTe 1 NOATBEPXAalViTe COOTBETCTBME HOPMAaTNBHbLIM TPEHOBAHUSM C
MeHbLUVIMK 3aTpaTamu CUN 1 CPeACTB, COKPaTITe BPEMHA, HEOOXOAMMOe ANA MOArOTOBKM K
ayauTy, Ha 85%. He TpaTbTe nnlHee BpeMst Ha aHanl3 XypHanoB ayanTa, YTobbl OTBETUTb
Ha HeOXNAaHHbIe BOMPOChI MPOBEPSHOLLNX.

MoBbiwarTe 3¢ PekTUBHOCTL paboThl T-oTAena 6e3 upeamepHOro
yBe/IMYeHNs Harpyskn Ha COTPYAHNKOB

NT-oThen cMoxeT AenaTb 60/ble NPY MEHbLUX 3aTpaTax 1 400MBATHCS BbICOKMX
nokasaTenen 6e3 NOCTOAHHbIX MepepaboToK. YCTPAHANTE KPUTNYECKM BaxHbIe MPobaeMsl,
npexzae Yem OHM NOMELLArT paboTe NONb30BaTeNeN 1 KOMNAHNK, FOTOBbTE
HeobXoAVMYHO HOOPMAaLMIO ANA PYKOBOAMTENEN ObICTPee, YeM paHbLLe.
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bbiCTpee BbIABNANTE YrPO3bl, UTOOLI He CTaTb
XEPTBOW KPYMHOW yTeuki AaHHbIX.

OueHmBanTe 1 cHxanTe NT-
PUCKM

Beiasnaiite 1 ycTpaHanTe Npobnems ¢
6€30MacHOCTBIO AaHHBIX V1 IHGPACTPYKTYPbI,
Hanpvmep, 60/bLLIOE YNCIO HEeMOCPEACTBEHHO
npeAoCTaBeHHbIX MPaB AOCTyna Wi
Ype3mMePHOe KONMHECTBO HEKTUBHbIX YUETHBIX
3anuceit MoNb30BaTeNel, UTOObI CHU3UTL
MOBEPXHOCTL aTaku.

Sensitive Files Count by Source

Risk Assessment - Overview

Risk name Current value Risk level
4 Users and Computers
User accounts with Password never expires 2 Medium (1-4)
User accounts with Password not required 0 = Low (0)
Inactive user accounts 10% (3 of 30) B High (1% - 100%)
Inactive computer accounts 20% (4 of 20) B High (3% - 100%)
4 Permissions
User accounts with administrative permissions  20% (6 of 30) B High (3% - 100%)
Empty security groups 6% (0 of 50) H Low (0)
« Data

Shared folders accessible by Everyone
File names containing sensitive data

Potentially harmful files on file shares

11% (1685 of 15321)
2
0

Direct permissions on files and folders

Shows the number of files that contain specific categories of sensitive data. Clicking the
"Categories" or "Source" link narrows your results down to a certain file in this report. Use this
report to estimate amount of your sensitive data in each category, plan for data protection

measures and control their implementation.

Content source Categories
\\fs1\Accounting GDPR
PCI DSS
\\fs1\Finance GDPR
HIPAA
PCI DSS
\\fsT\HR GDPR
HIPAA
\\fs1\Public PCI DSS

Files count

1300
585
715
1085
952
1500
250
15

21% (10759 of 51237)

Medium (5% - 15%)
m High (2 - unlimited)
m Low (0)

m High (5% - 100%)

[IpoBOANTE TYOOKUIN aHaNN3
KOHQUAEHLMANBHbBIX AaHHbIX

Onpegendnte MectononoxeHue 1
Knaccnuumpyinte KOHGUAEHUMANbHYO
nHopmMaLro SharePoint, B TOm uncne
AaHHbIe 6aHKOBCKNX KapT, MeAnLMHCKMe
3anvcy 1 Apyrne NepcoHanbHble AaHHbIe.
BeisBnaiite faHHble, KOTOPbIE HaXOAATCA B
He3aLLVLLIEHHbBIX XPaHNANLLAX, YTOObI
MVHUMM3MPOBATb PUCK YTEUKMN.
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bbiCTpee BbISBAANTE YrpO3bl, UTOObI He CTaTb
XEPTBOW KPYMHOW YTeUKN AaHHbIX.

Sensitive Data Object Permissions
YnpocTuTe perynapHoe '
For each SharePoint object (site, list or document) listed, this report shows the user accounts

|_| O‘E‘TBe p)K'E'e H |/| e |_| pa B ‘E‘O CTyH a that have access to this object, their effective permissions and how those permissions were

granted. Use this report to control access to SharePoint objects that contain sensitive data.

Object path: http://sp.enterprise.com/sites/HR/Shared/Candidates Info 2019.xIsx
o Categories: Pll
AHanm3mpy|/|Te MpaBa A0CTymMa K Pas/iM4HbIM

Total accounts count: 5
KOHq)I/I,E‘eHLI,I/IaﬂbeIM AaHHbBIM 1 MYyTV MOTyYeHA

3TOro ,D,OCTyl_la; I‘Ipe,LI,OCTaBﬂﬂMTe BRazenbLam User account Permissions Means granted
ENTERPRISE\.Carter Full Control Zone: Default (policy), Web application pool account
AAHHBIX BO3MOXHOCTb PErynapHoO NpoBepATb
ENTERPRISE\T.Simpson  Full Control Zone: Default (policy), Web application pool account
COOTBETCTBME NPaB A0CTyra COrNacHO Cﬂy>K66HO|/| ENTERPRISE\A.Brown Full Control Farm Account
HeO6XO'[]'I/\ MOCTW. ENTERPRISE\B.Richter Read Permission level, Site collection administrator
ENTERPRISE\.London Contribute Farm Account
User Sessions YCTaHaBNVBalTe CTpori
Use this report to identify suspicious user sessions on Windows servers. Find out which
users were active on critical or terminal servers and the total time during a day when their KO HTp Oﬂ b |/| C |_| Oﬂ b3o Ba H |/|;|
activity on the servers was monitored by Netwrix Auditor.
When: 4/23/2019 rnpmBnIerMpoOBaHHbIX
Who: ENTERPRISE\J.Carter YHETHbLIX 3alrceun
Where Active time
audit.enterprise.com 3:05
dcl.enterprise.com 0:14 BeAMTe MOHI/\TOpI/IHF AKTUBHOCTN

Who: ENTERPRISE\T.Simpson AAMVHVCTPATOPOB 1 APYTIX

npuBnnermMpoBaHHbIX nosab3oBaTener Bo

Where Active time
auditenterprise.com 0:09 BCeX CUCTEMAX, UTObbI yOeaNTbCS, YTO OHN
dcl.enterprise.com 0:32

cobnoaatoT BHYTPEHHWe MONNTUKN N He
3J'IO)/I'|OTp66ﬂF|I-OT MOTHOMOYNAMKN.
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bbICTpee BbISBNAANTE YrpO3bl, UTOOLI He CTaTb
XEePTBOW KPYMNMHOW yTeuky JaHHbIX.

Y3HaBanTe nepBbIMY O
NOA03PUTENbHBIX AENCTBUAX
NoNb30BaTeneun

BbigBnAaiiTe yrpo3el 6€30MacHOCTL, Takme Kak
ncnonb3oBaHue cepsepa SQL B Hepabouee
BpPems UV 60NbLLIOE YACIO MOBTOPAIOLLMXCS
N3MeHeHN GalnoB, KOTOPOEe MOXET
yKa3blBaTb Ha aTaky NporpaMmm-BbIMOraTener,
NpVIHAMaNTe Mepebl, YTOObI MPeAoTBPaTNTL
3HaUUTENBHbLIN yLLEepPo.

< Behavior Anomalies

RISK SCORE TIMELINE

1000

Q

9/7/2018 9/8/2018 9/9/2018 9/10/2018

User v Risk score v
2 ENTERPRISE\A. Tomlinson View profile 725

& ENTERPRISE\LFishborn View profile 630

& ENTERPRISE\M.Lopez View profile 385

2 ENTERPRISE\A Jovahni View profile 215

2 ENTERPRISE\).Weiner View profile 145

& ENTERPRISE\L.Wilmore View profile 98

Netwrix Auditor Alert

n

Possible ransomware activity

The alert was triggered by 150 activity records being captured within 60 seconds. The most recent of
those activity records is shown below.

Who:

Action:
Object type:
What:
When:
Where:
Workstation:

Details:

ENTERPRISE\).Carter
Modified

\\fs3.enterprise.com\Documents\Contractors\payroll2017.docx
4/28/2017 11:35:17 AM

fs3.enterprise.com

mkt025.enterprise.com

Size changed from "807936 bytes" to "831488 bytes"

9/11/2018

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.

Last 7 days

500

9/12/2018

9/13/2018

Last alert time

9/10/2018 7:27:02 AM

9/8/2018
9/6/2018
9/5/2018
9/2/2018
9/1/2018

7:25:220 AM
7:28:11 AM
7:29:32 AM
7:26:14 AM

7:19:29 AM

BbisBASITE B31OMaHHbIE
ydeTHble 3anncn 1
BHYTPEHHX
3/10YMbILLINEHHVKOB

HaxoanTe faxe He3Hau TeNbHbIE MPU3HAKM
BO3MOXHbIX Yrp0o3 6€30MacHOCTY, Takmx Kak
HEOObIYHbIV BXOA B CUCTEMY VNN
HECaHKLMOHVIPOBaHHEIV YAaNeHHbIA JOCTyM K
cetw. Onpeaenarite NoNb30BaTeNEN,
MPeACTaBASAOLLX HANOONBLLYHO OMaCHOCTb, 1
NpoBOAMTE paccnefoBaHve bnaroaaps 063opy
NOAO3PUTENBHOM aKTUBHOCT Kax4oro
MoNb30BaTENd.



06

bbICTpee BbISBNAANTE YrpO3bl, UTOOLI He CTaTb
XEePTBOW KPYMNMHOW yTeuky JaHHbIX.

< Mass Data Removal from SharePoint

CokpalLanTte Bpemd S

pea r|/| pOBaH Vlﬂ Ha yrpo3 bl General Take action when alert occurs
Recipients @ on
Filters
Run: C:\Users\).Carten\Scripts\KillSessions.txt
BbICTpee pearvipyliTe Ha yrposbi fhreshelds
pee pearvipyiiTe Ha yrp e
6e30MacHoCTY JaHHbIX 6ﬂaro,£|,apﬂ Response Action

aBTOMATU3aLIM AEVCTBUN MPK OXMAIEMBIX
VHUMAeHTax. ObecneyriBaiiTe 6a30BbIi
YPOBEHb pearvpoBaHgd Ha VBb-nHUmMaeHTb!
nyTem MHTerpauum Netwrix Auditor B

CyllecTByroume npoLeccsl obecnedeHNs

6e30MacHOCT.

<« Search 8 who 47 acion A whar (© ween [ wHere

v
yﬂpOU_LaMTe pacdieaoBaHne
] Open in new window 85 Advanced mode '/l B _ |/| H I—L |/| 'ﬂ'e H TO B
Who Object type Action What When
ENTERPRISE\).Key File Read \\fileserver1\shared\Finance\Q4_2018\ 10/25/2018
Revenue Forecast.xlsx 9:01:13 AM

BbICTpO yCTaHaBﬂI/IBaVITe MPUYHbI

ENTERPRISE\].Key File Read \\fileserver1\shared\Finance\Q4_2018\ 10/25/2018
Risk Assessment.pdf 9:00:10 AM I/IHLI,I/I,EI,EHTOB, 3ana|—V|BaFOLLL|/|X
ENTERPRISE\.Key File mCopied  \Mfileserveri\shared\Finance\Q4_2018\  10/25/2018 KOHq)V'ﬂ.eH UMabHble JaHHble, NCMOb3yA
Audit Report.docx 9:00:02 AM o o
Google-NoAOBHBIN MONCK: TOYHO BbIACHANTE,
ENTERPRISE\].Key Fil m R d il T\shared\Fil \Q4_2018\ 10/25/2018
o SOV Revenue Forecast draftxisx §:59:45 AM HTO MMEHHO NPOM3O0LINO, KaK 3TO
MPOM30LWNIO, KTO 3a 3TVM CTOAN U Kakne
ENTERPRISE\].Key File Modified \\fileserveri\shared\Finance\Workflows\ 10/25/2018

Billing workflow.pdf 8:59:23 AM 610KV MHGOPMALIMY BbINM 3aTPOHYTHI.
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CHmXanTe 3dTpatbl BpeMeHM 1 CPeACTB Ha
MPpOoXoxXaeHne aydnTta Ha COOTBeETCTBYVIE CTaHAAdPTaM

ObecneyyBanTe Sensitive File and Folder Permissions Details

Shows permissions granted on files and folders that contain certain categories of sensitive data. Use

9 q) q) e KT I/l B H O CT b C |/| CTe M bl this report to see who has access to a particular file or folder, via either group membership or direct
assignment. Reveal sensitive content that has permissions different from the parent folder.
6e30macHOCTU

Object: \\fs1\Accounting (Permissions: Different from parent)
Categories: GDPR
BHEﬂ,pﬂl/lTe KOHTPO/Ib 3@ COOTBETCTBVEM

Account Permissions Means granted
HOPMaTVBHbIM Tpe6OBaHMF|M A4 BCel ENTERPRISE\.Carter Full Control Group
MHq)paCprKTypbl " pel’yﬂﬂpHO ENTERPRISE\T.Simpson Full Control Directly

ENTERPRISE\A.Brown Full Control Group

npoBepsiiTe ero paboTy. Ecnu
Object: \\fs1\Accounting\Contractors (Permissions: Different from parent)

3aA40KYMEHTVPOBaHHbIE MONTIKIN Categories: GDPR

6e30MacHOCTV OTANYaTCS OT peasnibHO Account Permissions Means granted
NCro/ib3yemblX, HEO6XO£||I/\ MO ENTERPRISE\M.Smith Full Control Group
ENTERPRISE\A.Gold Full Control Group

Hemea/IeHHO UCNPaBUTL CUTYaLIMKO, MOKa
3TO He 0OHaPYXWUAN ayAUTOPbI.

< Reports COKpaLLLaMTe BpemMA Ha
Enter your search Q HOAFOTOBKy |/| ayﬂ‘MT
> CJIS Compliance
e COOTBETCTBMA HOPMATVBHBIM
b FISMA/NIST Compliance Tpe6O BaHVAM
> GDPR Compliance
> GLBA Compliance

4 HIPAA Compliance
BbICTpee NMoAroToBbTE OTBEThI Ha
[£) Effective Group Membership

[ Failed Read Attempts 6ONbLLIVHCTBO BOMpPOCOB ayaMTOpPOB C
13 ISO/IEC 27001 Compliance MOMOLLbH TOTOBbLIX OTYETOB, He Tpe6y|'OLLJ,|/|X
4 NERC CIP Compliance

_ LOMONHUTENBHOWV HACTPOVIKA U

4 PCI DSS Compliance

COOTBETCTBYIOLLMX NMPOLelypaM KOHTPONS
cooTBeTCTBMA TpebosaHmsam HIPAA/HITECH,
PCI DSS, GDPR 1 apyriix coBpeMeHHbIX

CTaHAapTOB.
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CHMXanTe 3aTpatbl BpeMeHW 1 CPEeACTB Ha MNPOXOoX4AeHVe
dyArTa Ha coOoTBeTCTBMe CTaHAaPTaM

OTBeanTe Ha H@O)KVl,[LaHHble « Search 8 WHO % ACTION m WHAT @ WHEN E WHERE

BOMPOCh! ayAUTOPOB

MpY BO3HWKHOBEHWUM HEOXMAAHHbIX
BOMPOCOB B XOZe ayA1Ta UCMOoNb3yiiTe
dyHKUMO Google-nofobHOro novcka Ana
HBICTPOro 13BNeYUEHVs HEOOXOAVMO
NHGOPMaLMN.

Long-Term Archive

Location and retention settings for the local file-based storage of audit data.

Location and retention settings

Write audit data to: C\Program Data\Netwrix Auditor\Data

Keep audit data for: 60 months

Netwrix Auditor uses the LocalSystem account to write audit data to the Long-Term

Archive

Modify

[ Action [ "Removed” x |[[& Who [ "ENTERPRISE\.Carter” x |

] Open in new window SEARCH 85 Advanced mode

Who Objecttype  Action What Where When

ENTERPRISE\ File B Removed \\ntnx\Internal\Revenue\  afs1.nut.local 10/2/2018
J.Carter Revenue_2018.xlIsx 8:56:10 PM
ENTERPRISE\ File B Removed \\ntnx\Internal\Revenue\  afs1.nut.local 10/2/2018
J.Carter Revenue_2017.xlsx 8:55:45 PM
ENTERPRISE\ File B Removed \\ntnx\Internal\Revenue\  afs1.nut.local 10/2/2018
J.Carter Revenue_2016.xlsx 8:52:14 PM

XpaHUTe KOHTPO/IbHbIE
XypHasnbl B yL0O0HOM MecTe
B TeYeHVe MHOTUX et

XpaHWTe apxVBHble KOHTPObHbIE
XypHainbl B ©xaTtom BuAe 6onee 10 neT B
COOTBETCTBMM C TPEOOBAHVAMY
Pa3NNYHbIX HOPMATMBOB U 0becneybTe
[AOCTYMN YMONHOMOYEHHBbIX MOoJb30BaTe el
K L@HHBIM XYPHAaNoB B 1060e Bpewms.
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[ToBbIWanTe 3OPeKTMBHOCTL PaboTkl VT-oTaena
6e3 Upe3MepHOro yBennyeHnsd Harpysky Ha COTpYAHMKOB

OTBeanTe Ha 3a|—|pOCb| <« Search & who 47 action A whar (O wHen [ wHeRe
rlOﬂ b3OBaTeﬂe Vl Ao l O Data source ‘ “Azure AD" % ” O When | “Last 7 days” x |
BO3HVIKHOBEHVA Npobiem 1 Open innew indow B8 Advnced mode
Who Object type Action What Where When
W,Smith@ Application B Removed Baidu Enterprise. 2/26/2019
Ecnn monb3oBaTento Hy)KHO MOHATb, Kyﬂ‘a enterprise. onmicrosoft.  9:21:01 AM
onmicrosoft. com
nponan Gann 1 Kkak ero BepHyTb, UK com
< M.Hudson@ Application Modified CollectorApp Enterprise. 2/26/2019
froyemMy HeT 4oCTyra K BMPTyasibHOW enterprise. onmicrosoft.  9:29:37 AM
o onmicrosoft. com
MallWHe, Ha KOTOpoW paboTaeT com
M.Gold@ Grou = Added Administrators  Enterprise. 2/26/2019
KleTl/l‘-‘leCKl/l BaxHoe ”meO)KeHV'er Bbl enterprise. P onmi!:)rosofn 9:42:59 AM
o onmicrosoft. com
MOXeTe HalTW OTBeT BCero 3a HeCKOJ/1bKO com
Member added: “W.Smith”
KIVKOB, UTO6bLI MONBL30BaATEAN MOV Origin: "Azure AD"

6bICTPO BO30OHOBUTL paboTy

Netwrix Auditor Alert

A SQL Server database has been deleted

BbICTPO pearvnpyriTe Ha
COObITVS, KOTOPbIE MOTYT

Who: ENTERPRISE\.Smith

Action: Removed |_| pl/l BeCTl/I K |_| pOCTOFO

Object type: Database

What: Database\Main\Customers

When:4:57:40 PM 4/24/2019 4:57:40 PM o

Where: sqlt Cpaay nony4vanTe yBeaomaeHNA O Takhx
Workstation: mkt023.enterprise.com CO6b|T|/\F|X, Kak y,ﬂ,aJ'IEHI/Ie I‘IO,EI,paB,CI,eerHI/IF!
Data source: SQL Server o
Monitoring plan: SQL Server Monitoring nan 6a3b| fanHle c MHC])OpMaLLlAel/I 0

KIVeHTax, v yCTpaHaliTe npobaemsl,
npexze Yem oHK NMomeLlatoT paboTe

KOMMaHWnn.

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.
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[ToBbIWanTe 3OPeKTMBHOCTL PaboTkl VT-oTaena
6e3 Upe3MepHOro yBennyeHnsd Harpysky Ha COTpYAHMKOB

[ ONy4nTE YETKYH KapTUHY Sharing and Security Changes
v Shows changes to security group membership, policies, and sharing settings, such as promoting
B Cex |/| 3 M e H e H |/| I/l a user to site collection administrator or sharing data with external users.
Action Object Type What Who When
KoHTponupyinTe BCe M3MeHeHNs B IOKaNIbHbIX U Modified  Group GroupName1 T.Simpson 9/1/2018
@enterprise. 8:56:10 AM
0bnauHbIX NT-cncTeMax, YTobbl 3apaHee onmicrosoft.com
Where: https://enterprise-my.sharepoint.com/sites/Test_Do_Not_Delete

BbIABUTb 1N YCTPAHUTBL !_IpO6J'I€Mb\, [0 TOro Kak Workstation: 81.09.21.122

OHW CTaHyT NpendTcTBneM And brI3Heca 1

o o Modified List https://enterprise T.Simpson 9/1/2018
Bd)d)eKTI/IBHOI/I pa6OTbI nosib3oBaTenemn. -my.sharepoint.com/ @enterprise. 8:35:44 AM
Lists/Customers onmicrosoft.com
bna roflapsda 3TOMy Bbl CMOXETe NapaHTMpOBaTb Where: https://enterprise-my.sharepoint.com
6ecrnepeboiiHyto paboTy UT-cepBurCoB, ‘r’,"°"‘,5“,“°": 810921122
ermissions:

BbIMNO/HUTDL SLA " y,ELOB}'IeTBOpI/ITb Tpe6OBa HUS « Added: “User Account Administrator (Edit)"
nosb30oBaTenen.

Windows Server Configuration Details BbICTPO aHanm3npymTe

Provides review of Windows server configuration. For a server, the following details are reported: its OS, ¥

antivirus, local users and groups, files shares, installed programs, and services. You can apply baseline H a CT p O l/l Kl/l C |/| CTe M |/|

filters to highlight security issues, such as outdated operating system or improper antivirus. Use this report -

to examine server configuration details and proactively mitigate risks in your environment. B b | ﬂ Bﬂ ﬂ |/| Te OTCTyl_l ﬂ e H |/| ﬂ
o

Category: General OT 6a30BbIX TPEOOBAHNN

Server 0S Name OS Version Antivirus Status

audit.enterprise.com Microsoft Windows Server 2012 R2 Standard 6.3.9600 Issues Detected

PelleHne no3sosaeT onpeaennTb

Category: Software TeKkyllee COCToAHVIE KDUTUYECKN BaXHbIX
Object Type Object Name Properties JaHHbBIX BbICTPEE, YeM B PYYHOM PEXMME,
Software Microsoft OneDrive Available: ENTERPRISE\M.Peterson, Version: 17.3.4604.0120

Software Trojan Available: All users, Version: 6.9.5.2956 blTO6b| MOXHO 6bU'|O r pOBepMTb

Software Google Chrome Available: All users, Version: 66.0.3359.139 COOTBETCTBME HAaCTPOEK 0a30BbIM

Software uTorrent Available: ENTERPRISE\.Hanson, Version: 3.5.3.44396

TPebOoBaHVAM 1, B Cly4ae PacxoXaeHNi,
YCTPaHWTb NPobBAeMbl, YTOObI
NpeAoTBPaTUTL BbIHYXAEHHBIA MPOCTON 1
nomexu 419 Nonb3oBaTene.



11

[ToBbIWanTe 3OPeKTMBHOCTL PaboTkl VT-oTaena
6e3 Upe3MepHOro yBennyeHnsd Harpysky Ha COTpYAHMKOB

o Folder and File Permission Details
OTBeyanTe Ha BOMpoChl 3a B _ et arect o
Shows permissions granted on a shared folder, its subfolders and files (either directly or via

H e C KOﬂ b KO M VI HyT group membership). Use this report to see who has access to a particular folder and its contents,

and reveal objects that have permissions different from their parent. Clicking the group link
opens the "Group Membership by User" report.

Object: \\fs1\Accounting\Contractors (Permissions: Different from parent)
Ecnn PyKOBOANTENAM HYyXHa VIHC')OpMaLI‘I/Iﬂ,

Account Permissions Means Granted

HanpuMep, nepeyeHb Te€X, KTO MMesT A0CTyrM K

o ENTERPRISE\.Carter Full Control Group
KOHKpeTHOW narike, nan noarsepxaeHve
TOro. Y7o B MT-Cpe,ﬂ,e HeT HeakTVIBHbIX ENTERPRISE\T.Simpson Read (Execute, List folder content) Group
ﬂOﬂb3OBaTeﬂem, Bbl MOXeTe 6b|c'|'po ENTERPRISE\).Smith Full Control Directly
MoAroToBNTb y,ﬂ,O6Hb|\7\ ANA YTeHnA oT4yeT C ENTERPRISE\A.Tompson Full Control Group
|_|OMOL|_||b|'O roToBOro LL|a6f|OHa. ENTERPRISE\M.Brown Full Control Directly

& Subscriptions

: 36aBbTeCH OT NPObaeM C
Name Type Status Mode Recipients Schedule Co3lﬂ‘a HW e M OTL,' eTO B

Administrative Search v Completed @) Off  sysadmins@enterprise.com Daily
Group and Role
Changes

J.Carter's Search « Scheduled @ on T.Simpson@enterprise.com Weekly ABTOMaTM yeckn oTn pa B4 |7"|'e

Activity

Subscription to the Report v Scheduled @ on sysadmins@enterprise.com Weekly pyKO BOAMTeﬂﬂ M H (bOpMa Ll'l/l 0 B
‘Windows Server

Configuration CcoOoTBEeTCTBMM C y,ﬂ|06Hb|M ﬂ‘ﬂﬂ HWX
Details' report
pacnmncaHnem. Bbl Takxe moxeTte

Subscription to the Report v Scheduled @D on J.Phillips@enterprise.com Daily .
‘Overexposed Files NpefoCTaBnUTL MM AOCTYN K Netwrix

and Folders' report

Auditor, YTobbl OHW CaMOCTOATENBHO

o
E

Subscription to the  Report v Scheduled J.Phillips@enterprise.com Daily

‘sensitive File and

Folder Permissions MoyYanu Heo6X0AUMY0 MHGOPMAaLMIO B
Details' report

nroboe yaobHoe Bpems.
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[TpunoxeHna Netwrix Auditor

[lpoBOAUTE ayanNT rnaBHbIX
UT-cnctem UeHTpaam3oBaHHO

Bonble He HyXHO NepekntoYaTbCa MEXAY PasHbIMU VHCTPYMEHTaMu ANA CO3AaHUA OTYETOB U MOATOTOBKM K
ayAuTY, NbITasACb COOPaTb HEOOXOAMMYHO MHOOPMALIKO 13 BCEX STOKANbHBIX 1 06N1auHbIX cucTeM. Netwrix
Auditor npeAoCTaBNgeT BCHO HEOOXOAVMYO HOOPMALMIO B CTaHAAPTM30BaHHOM BUZE.

Netwrix Auditor for
Active Directory

=W Netwrix Auditor for

> Netwrix Auditor for
SharePoint

» Windows File Servers

" Netwrix Auditor for
€
Exchange

Netwrix Auditor for

EMC

Netwrix Auditor for
Windows Server

m Netwrix Auditor for
Network Devices

Netwrix Auditor for

Azure AD

Netwrix Auditor for
Nutanix Files

Netwrix Auditor for
Oracle Database

@ Netwrix Auditor for
VMware

Netwrix Auditor for

Office 365

Netwrix Auditor for

NetApp

Netwrix Auditor for

SQL Server
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APl HTerpaumn ¢ Netwrix Auditor

Bocnonb3yntecb LUMPOKNMU

BO3MOXHOCTAMU NHTErpaulnmn, ayamnta v
CO34aHNA OTHETOB

s

LleHTpanm3oBaHHbIN
ayAnT N CO3JaHne OTYeTOoB

Cobupante nHpopmaLmo 06o
BCEX AeVCTBUAX B IOKaNbHbIX U
006N3UHBIX MPUIOXEHNAX U
XpaHWTe BCe XypHasbl BMeCTe,
YTOObI OTC/IEXMBATL YrPO3bl A1
6e30MacHOCTN MHOPACTPYKTYPbI,
ynpouwats paccieoBaryie Vb-
NHUWAEHTOB 1 ayanTF

UNIX® & e

CYBERARK'

il

dddekTBHOCTD
NHBECTULNIM B CUCTEMBI
SIEM

Monyyante HGOPMALIIO OT
SIEM B MOHATHOM BUAe U
bbICTPEE NPOBOAUTE
paccnefoBaHd, BBOAA B
cncTeMy AaHHble, COOpaHHble
Netwrix Auditor n
npeaocTaBneHHble B YA00HOW

bopwme.

splunk>

ALIEN VAULT

gek

ABTOMaTM3aUNS
NT-npoLieccos

NHTerpupyite Netwrix Auditor ¢
NHCTPYMeHTaMu obecneyeHns
6e30MacHOCTY, COOTBETCTBUSA
HOPMaTVBHbLIM TPEOOBaAHAM 1
nosceiHeBHOM paboTbl WT-
OTAenNa, YTobbl YyNpoCTUTL
yrpaBaeHe V3MEeHEHUIMN U

NHUMAEHTaMN.
A\
now N 77

BecrnnaTHble 1 rOTOBbIE K MICMOAb30BaHNIO A0NONHEHNA AN nHTerpauymmn Netwrix Auditor ¢ BaLen

sKocmcTeMoit Bel HargeTe B Netwrix Add-on Store nmo cceinke: netwrix.com/go/add-ons


https://www.netwrix.com/netwrix_addons.html?utm_source=content&utm_medium=datasheet&utm_campaign=netwrix-auditor-datasheet&cID=7010g000001Yg8a
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[Touemy Netwrix Auditor

OCHOBHbIe MPUYnHbI, MO KOTOPbIM
3aka3uunku BblbupatoT Netwrix Auditor

@ BbiCTpasi oKkynaemocTb

PellleHVe roToBO k paboTe cpa3y nocse
YCTAHOBKM VI HaUMHAET OKynaTbCst C
nepBbIX Xe AHel. He nnaTtuTe 3a
J0POrocTosiLLe NpodeccrioHanbHble
YCIYTU 1 He TpaTbTe BPeMs Ha ANNTeNbHOe
passepTbiBaHue.

HenHTpy3nBHas apxmTekTypa

Bam 6onblie He NpUAeTCs MyYUTbCs C
areHTamu v HeIoKyMeHTUPOBaHHbIMY
cnocobamy cbopa AaHHbIX.

)

-

6.3

ApjekBaTHas CTOMMOCTb

PellleHVe NpoAaeTcs Mo PasyMHOM LieHe 1
Mo3BONSET TOYHO CNPOrHO3MPOBaTh
6yayLIVe 3KCNNyaTaLUMOHHbBIE PAaCXoabl.

NepBoKnaccHaga Texnoaaep>xka

MepBoKnaccHas cnyxba NoAAePXKY
ObICTPO M 3GPEKTNBHO peLuaeT NpobaemMbl
KNVEHTOB — NHAEKC YA0BNETBOPEHHOCTH
97%.

«Netwrix Auditor 0OHO3HAYHO A4 NO COOMHOWEHU "eHa-Kayecmao s,

NT-meHeaxep B GMHAHCOBOW OTpacau

Gartner
peer
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cTtoprin Ycnexa

Y3HaunTe, Kak 3aKkasuukin peLuaroT CBOU
3a/1a4 ¢ nomoLwbro Netwrix Auditor

Bonee 10 000 opraHv3aumi 13 pasHbIX OTpac/ier no Bcemy Mupy MCnonb3ytoT Netwrix Auditor ana 3alimTel

KPUTUHECKM BaxXHbIX 415 B13HeCa AaHHbIX, MPOXOXAEHVS ayAMTa Ha COOTBETCTBME CTaHAapTaM 1 3bdekTnBHOro

ynpasneHus NokanbHOM, 061a4HON U rMepuaHON UT-MHGPaCTPyKTYPOI.

orizon

Making Lity Betin!

HKO

Netwrix Auditor nomor Horizon Leisure
Centres obecneynTb 6€30MacCHOCTb
KOHOUAEHUMANBHBIX AaHHBIX 11 BBINOAHNTD
TpebosaHsa GDPR.

First Insurance
Company of Hawaii

CtpaxoBaHue

First Insurance Company of Hawaii ucnons3syet
Netwrix Auditor A5 NoBbILLUEHWA CTabUNbHOCTY
NT-cuctem 1 yckopeHusa pacciesoBaHunin b-

NHLUWAEHTOB.

e

Epa n Hanutkm

KomnaHua Perfetti Van Melle Turkey
BbINONHWAa TPEOOBaHNSA CTaH4apTa
ISO/IEC 27001 1 ykpenvna BHyTpeHHMe
NOAUTUKM 6€30MACHOCTY, NCMONb3YS
Netwrix Auditor.

PIKE

CONSTRUCTION

DHepreTuka

Pike Electric yckopuna AnarHoCTuKy
npobnem 1 obecneynna
HenpepbIBHYHO PaboTy C MOMOLLLbO
Netwrix Auditor.


http://www.netwrix.com/download/CaseStudies/netwrix_success_story_horizon_leisure_centres.pdf
http://www.netwrix.com/download/CaseStudies/netwrix_success_story_ficoh.pdf
https://www.netwrix.com/download/CaseStudies/netwrix_success_story_pvm.pdf
http://www.netwrix.com/download/CaseStudies/netwrix_success_story_pike.pdf

netwrix
O komMnaHmm Netwrix

Komnanusa Netwrix paspabatbiBaeT 10, KOTOpoe obecneymBaeT cneumanmicTaMm B 061actv MHGOPMaLMoHHON
6e30MacHOCTV 1 yNPaBAeHUSA NOAHbBIN KOHTPONb Ha KOHOUAEHUMANbHBIMY MOANAAAOLLMY MOA TPeboBaHWS
HOPMAaTVBOB 1 KPUTUYECKM BAXHbIMU AN BU3HeCa AaHHbIMU, , TAe Obl OHW HIA Haxoauanck. bonee 10 000
OPraHV3aLI1in B PasHbIX CTPaHax MCMoNb3yroT pelleHnd Netwrix ans obecneyeHns 6e30nacHoOCTH
KOH®UAEHLMANBHBIX AaHHBIX, MaKCManbHO 3QGEKTUBHOIO MCMONb30BaHNA KOPMOPATVBHOM MHGOPMALMK,
NPOXOXAEHNS ayAnTa Ha COOTBETCTBME CTaHAapTaM C MEHbLUVMMIA 3aTpaTamu U 1 CPeACTB, a Takxke
NoBbILEHNA 3GOeKTUBHOCTM paboTel VIT-0TAEN0B 1 CNeLmnanicToB.

Komnarus Netwrix 6bina ocHoBaHa B 2006 rogy. OHa yaoctoeHa 6onee yem 150 oTpacneBbix Harpaz v
BKJIFOUEHa B CMUCKM CaMblX ObICTPOPACTYLLyX KoMnaHnin B CLLA «Inc. 5000» 1 «Deloitte Technology Fast 500».

MoApo6HY MHGOPMALIMIO MOXHO HAMTL Ha CanTe www.netwrix.com.

Cnepyrowume arm

|'|p06HaFI Bepcud I'Iepc0Haanoe AemMo Ademo B 6pay3epe
netwrix.ru/auditor netwrix.com/livedemo netwrix.ru/onlinedemo
FnaBHbIi oduc: 300 Spectrum Center Drive, Suite 200, Irvine, CA 92618 ¥ f in x}
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https://www.netwrix.com/?utm_source=content&utm_medium=datasheet&utm_campaign=netwrix-auditor-datasheet&cID=7010g000001Yg8a
https://www.netwrix.ru/auditor.html?utm_source=content&amp;utm_medium=datasheet&amp;utm_campaign=netwrix-auditor-datasheet&cID=7010g000001Yg8a
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